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Introduction of new TLD’s prior to 2012

aero
asia
biz
cat
coop

info
jobs
mobi

museum

name
pro
tel

travel

Since 2012 over a thousand new TLDs added. 
There are currently 1502 top level domains. 4



SSAC reports and more info

• SAC057: SSAC Advisory on Internal Name Certificates
• SAC062: SSAC Advisory Concerning the Mitigation of Name 

Collision Risk
• SAC066: SSAC Comment Concerning JAS Phase One Report on 

Mitigating the Risk of DNS Namespace Collisions

• https://www.icann.org/resources/pages/name-collision-2013-12-
06-en
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Count hosts, not queries
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Count hosts, not queries

Domains requested by 100 
hosts are more popular than 

domains requested 100 times 
by a single host
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Count hosts, not queries
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Further analysis

• Packet capture reveals millions of queries for 
“collector.azure.microsoft.scloud”.
• Many other microsoft.scloud strings observed.
• Culprit seems to be:
• Microsoft Teams versions
• Releases around April and May 2024
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Steady state
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Internal vs scloud
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Internal vs scloud
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Internal vs scloud
April 11

May 16
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https://learn.microsoft.com/en-us/officeupdates/teams-app-versioning

Note that the IOS version is just one of 36 variations of ”Teams” on this page
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https://learn.microsoft.com/en-us/officeupdates/teams-app-versioning


Outreach

• Reached out to a friend at Microsoft on May 13th
• Shared traffic samples, graphs and magnitude data
• They confirmed it was a bug 
• Will be fixed in subsequent releases
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Internal vs scloud, currently
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Questions?
RFC2606    datatracker.ietf.org/doc/html/rfc2606
SAC057/062/066 icann.org/en/ssac/publications
IDS2019  icann.org/ids-2019
Magnitude Paper icann.org/en/system/files/files/dns-magnitude-05aug20-en.pdf
DNS Magnitude  magnitude.research.icann.org
(historic info)  magnitude.research.icann.org/historic
Name Collisions  icann.org/resources/pages/name-collision-2013-12-06-en
MS Teams Version Info learn.microsoft.com/en-us/officeupdates/teams-app-versioning

roy.arends@icann.org
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