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DANE is a powerful protocol suite:
e |t makes doing security and privacy easier
e But what can we do to make DANE easier?



For the everyday person

e Why can't people to simply “turn on” secure messaging on the Internet?
Platform limitations
Organizational boundaries
Usability concerns

... Anything else?

o O O O

We are launching basic research into how DANE can unlock long-needed protections
e mHealth, Smart and Connected Cities, CTI sharing, 5G/NextG and much more
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For the everyday person

e Why can't people to simply “turn on” secure messaging on the Internet?
o Platform limitations
o Organizational boundaries
o Usability concerns
o .. Anything else?

We are launching basic research into how DANE can unlock long-needed protections
e mHealth, Smart and Connected Cities, CTI sharing, 5G/NextG and much more

... it starts with core internet protocols which everyone uses: email I
4

- To find out exactly what people need to make end-to-end Internet security

seamless and turned on everywhere: make it invisible
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We need usable tools out there!

“Make it easy”: secure email with DANE

e Setting up DANE needs work from domain holders / zone admins

e Using certs from DANE needs integration with users’ mail clients
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We need usable tools out there!

“Make it easy”: secure email with DANE

e Setting up DANE needs work from domain holders DANE

m Cert management portal DANEportal.net <portal>

e Using certs from DANE needs integration with users’ mail clients
o MUA add-on Kurer

... and find out what people need to make E2E security a default



We know one thing for sure:

e E2E needs key management, and cert discovery

= (&3]

And if our ambitions are Internet-scale:

DANE is an excellent answer — and we made just the tool to make it easy



Making DANE easy: g—

<portal>

daneportal.net

e An open-source federated cert management portal and dedicated
DNS infrastructure to make DANE easy

o Domain holders enable DANE for their DNSSEC-signed zone

o Email users manage their certs for their email addresses

10



DAN E )
<portal>

Make a new user . .

(]l |G
= () https;//daneportal net a c o @ -

e Let's see how a new Create New User
domain holder would
enable DANE




DANE

<portals

Dashboard: claim a zon

im] E] Dashboard 3 -

S @ o] daneportal.net

Users can see the dane zones (
and email addresses
managed under their portal
dashboard

Zone Management Dashboard

LOG OUT

DASHBOARD

user johndoe1

ACCOUNT

e Domain holders can managed dane zones
enable DANE for thelr o These are the zones under your management as an admin

ZOI"Ie by ﬁ I’St claiming it Click one to open the zone management page for that zone

You can claim a zone to start the process of adding your zone here

zone # of emails

12
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Dashboard: claim a zone

® Anyone can add a zone claim
to their dashboard Add New Zone

Zone Name

example.com

Cancel




DANE

<portals

Dashboard: claim a zone

® But to actually create the
DANE zone and admin it they
will need to verify their claim

im) B Dashboard

S kj ] daneportal.net,

Zone Management Dashboard

ACCOUNT

managed dane zones

o These are the zones under your management as an admin

Click one to open the zone management page for that zone

You can claim a zone to start the process of adding your zone here

example.com (unverified)
5
/\/ + Claim Zone

14




Dashboard: verify a claim

//\“\
RCME
To prove ownership and
verify, the user will need

to add a TXT record
and have the zone

DNSSEC enabled

Verify Zone Claim

example.com verification challenge

To prove control over zone, insert the following token as a TXT record in the

_acme-challenge.example.com dns zone and click "Verify" below

e4060152b65f7b33a353c57148866dd
I /
/\/

(

DANE

<portal>

)




DAN E )
<portal>

Dashboard: verify a claim

//\“\
RCME
Any DNS provider will

work as long as they
allow those

_acme-challenge {TXT v 3600 ‘ e4060f52b65f7b33a353¢5714886f6dd

4+ Add more to this record e
=\

\
Create new record Cancel

of Google Domains



DANE

<portal>

Let's see a real delegation

E] Dashboard X —+

daneportal.net,

Once verified, daneportal will

create the DANE zone for you Zone Management Dashboard

LOG OUT i
user minar
DASHBOARD

managed dane zones

e These are the zones under your management as an admin

Click one to open the zone management page for that zone
You can claim a zone to start the process of adding your zone here

aonova.net 2
+ Claim Zone
|+ cam zone | 17




DANE

<portal>

Zone management: delegation

im| D Zone o -

daneportal.net

Once verified, daneportal will

) Zone aonova.net
create the DANE zone for you

. | LoG ouT aonova.net info
Just complete the delegation

. DASHBOARD current admins
tohookitUp  |aonova.net - s/mime zone

status - Active minar

delegation records

o Serve these records with your delegating name server to close the loop

ns record

_smimecert.aonova.net. IN NS dane-dns.care.gmu.edu.

ds record

_smimecert.aonova.net. IN DS 27730 13 2 F51CB@967533B6916C1A3A4EEIET16
4 >

18



DANE

<portal>

Zone management: delegation

I Google Domains

Host name TTL Data
27730132

_smimecert.aonova.net DS 1 hour f51cb0967533b6916c1a3adeele916a3a560b8ec5ac5e398723
9e1b729c82a06

_smimecert.aonova.net NS 1 hour dane-dns.care.gmu.edu.

‘aonova.net - s/mime zone

status - Active

delegation records

0 Serve these records with your delegating name server to close the loop

ns record

_smimecert.aonova.net. IN NS dane-dns.care.gmu.edu.

ds record

_smimecert.aonova.net. IN DS 27730 13 2 F51CB@967533B6916C1A3A4EEIET16 19
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Zone management: active

As admin you hold all the
keys: daneportal will only
serve the DANE zone when
you set it active

actions

=

( DANE
<portal>

im| D Zone

Zone aonova.net

S ilolel olUTE aonova.net info

DASHBOARD current admins
ZONE

admin username

R s R L

aonova.net - s/mime Zone

status - Inactive status - Active

20




DAN E )
<portal>

Zone management: active

" SMIMECERT.AONOVA.NET."
Hoinis RGN  Availability  Validity NS Status ~ DANE

Documentation
<

Your DANE zone is now
live with DNSSEC

Confirm it checks out:
secspider.net




Zone management: add new email

o |-

daneportal.net.

) Zone aonova.net

| LOG OoUT aonova.net info

DASHBOARD current admins

admin username

ACCOUNT ‘actions

Add an email address to )
domains

—
a"ow cert management for o Denizen acce@k/nains under aonova.net S/MIME DANE zone
that entity on daneportal

Domain User Records (active/total)
minar@aonova.net minar 1/3

tislam20@aonova.net minar 1/1

DANE

<portal>

22



DANE

<portal>

Zone management: add new email

s/mime zone - new denizen domain

Add new denizen domain to aonova.net and grant its access to an existing
DANEportal user

john.doe

Domain Name (only local part)

johndoel

DANEportal Username

S/MIME

Domain Protocol

o




DANE

<portal>

Zone management: add new email

im| D Zone o -

(

S ilolel olUTE aonova.net info

daneportal.net

) Zone aonova.net

DASHBOARD current admins
ZONE

sccouy domains

0 Denizen accessed domains under aonova.net S/MIME DANE zone

Domain User Records (active/total)
minar@aonova.net minar 1/3
tislam20@aonova.net minar 1/1

john.doe@aonova.net johndoeil  0/0 24




@
Dashboard: email user

B [ Dashboard < 1

daneportal.net % = @ Q

Now lets see how that newly added
email user can manage their certs
on DANE under your zone

(

- user johndoe1
DASHBOARD

) Zone Management Dashboard

dane-enabled email addresses

o These your email addresses which were added by zone admins
| Click one to manage its public crypto keys

email protocol # of records (active/total)

john.doe@aonova.net  SMIME 0/0
k/

25




DA

<portals

Email data: add new cert

ol -

daneportal.net

Email Associated Data

user johndoe1 email john.doe@aonova.net
LOG OUT

DASHBOARD

G This page lets you manage the public data associated

EMAIL with your DANE email identity john.doe@aonova.net

ACCOUNT

protocol s/mime

o Below are the smime certificates associated with this email

| You can authorize/deauthorize or delete added certificates with the toggle switches on the right

Be sure to click [ apply ] to confirm any changes




DANE

<portal>

Email data: add new cert

Add new cert to john.doe@aonova.net

Unnamed

Nickname to remember this by (optional)

Domain-issued certificate (DANE-EE)

Usage

Upload certificate file

Full certificate (Cert) v
Choose File | No file chosen Selector
/
No hash Full v
@ Make a new cert /\/ 0 hash used: (Full)
Matching

Both (default)

Signing or encrypting

27




DANE

<portal>

Email data: create a new cert

New Cert

generate new self-signed s/smime key and certificate

o This is a convenient way to get a key pair needed to start using S/MIME.
DANEportal does not retain any data related to this form.

organization (=g. compa

country g. "US Example Corp.

‘US—] org unit (=g n
state g. "Virginia®) Example Section

‘Vlrglnla common name

locality

[Fairfax | validity duration

365 |

X Close v/ Submit



DANE

<portal>

Email data: create a new cert

New Cert

generate new self-signed s/smime key and certificate

o This is a convenient way to get a key pair needed to start using S/MIME.
DANEportal does not retain any data related to this form.

Downloads

n't kn
[ Submit ]

B 20220721T114153618Z cert.pem

organization (=g. compan

Example Corp.

Certificate Private key

Add this cert to DANE on this page = Install this in your mail app for
(Usage should be "DANE-EE") signing/decrypting

X Close v/ Submit



DANE

<portal>

Email data: create a new cert

protocol s/mime

o Below are the smime certificates associated with this email

You can authorize/deauthorize or delete added certificates with the toggle switches on the right
Be sure to click [ apply ] to confirm any changes

Certificate added successfully

S5MIME CERT

B my first dane cert!

status - not authorized
I Added just now

| Last updated just now
30



DAN E )
<portal>

Email data: configure and activate

SMIEME CERT

B my first dane cert!
status - not authorized | modified » .j (]

I Added just now
I Last updated just now




DANE

<portals

Email data: configure and activate

protocol s/mime

o Below are the smime certificates associated with this email

You can authorize/deauthorize or delete added certificates with the toggle switches on the right
Be sure to click [ apply ] to confirm any changes

SMIME CERT

B my first dane cert!

status - authorized

I Added 26 hours ago
I Last updated just now

32



Making DANE easy: g—

<portal>

e Admin: allow domain holders to enable DANE
o Create an account

Claim and verify their zone

Hook up the DANE zone by DNS delegation

Add email addresses / users under their zone

o O O

e Email user: allow federated certificate management
o Access their email address under the portal
o Create/add certificates under their address on DANE
o Manage the state of their certs

° Check out the dets: https.//daneportal.net/docs
° Give us feedback: contact@daneportal.net

33
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We saw the first half:

e Setting up DANE easily
m Cert management portal DANEportal.net
DANE

<portal>

34



We saw the first half:

e Setting up DANE easily

m Cert management portal DANEportal.net

DANE

<portal>

Now for the other half:

e Using certs from DANE needs integration with users’ mail clients
o MUA add-on Kurer

... to find out what people need to make E2E security a default



Invisible Security

e We don't have wide-scale E2E email security deployed on the Internet

e By observing our tools in action we can find out what makes sense if we
are to make E2E a default

e To that end we instrumented our next tool as a live experiment

o Where you can help us to get some real numbers on the human puzzle
piece in security automation

36



Let's show just how easy it is

e With Kurer on the popular email client of your choice

37



Hooking it up

You just need to add your
private key in the settings

/> coming Soon Try it now @GR
o Erkis Sl s fiead aloic Get Add-ins | ({4 Open Settings
decrypting

Reply All Forward T

Tue 7/12/2022 9:05 AM




/2 Coming Soon | Try it now @

Get Add-ins | (}4 Open Settings

v

Kurer X

composing messages

To send encrypted message

. I Must toggle encrypt for each message

Hooking it up

. | Must toggle sign for each message

If unable to encrypt for a recipient

. @ | Halt and show waming
You just need to add your el S

private key in the settings

. | Single key for sign/encr

e Enable signing and
decrypting

Private key for decrypting and signing

1 Import new key from file

Certificate file to use

I 1 Import new cert from file

Other Options

DNS recursive resolver to use for DANE

https://cloudflare-dns.com/dns-query




Hooking it up

You just need to add your

private key in the settings

r . testK... » actalis_minar...

Organize v New folder - ~ m ?
Pic Name Date modified Type
g Vid ‘ minar@aonova.net.crt.pem 6/6/2022 12:16 AM PEM File
= Lo B minar@aonova.net.key.pem 6/6/2022 12:18 AM PEM File
= mil E PKCS12_Credential_minar@aonova.net.pfx  6/6/2022 4:56 AM Personal Informati
= Au

m~ Go

Custom files (*.p12;* key;*.pem ~

File name: | minar@aonova.net.key.pem

Open I | Cancel




Hooking it up

You just need to add your
private key in the settings

. I Single key for sign/encr

Private key for decrypting and signing

1 Import new key from file

Importing

File minar@aonova.net key.pem
Ow» PKCS#8 key file parsed

Click [ v 1to confirm import

Private key for decrypting and signing

Currently Active

File minar@aonova.net key.pem
o Since 7/18/2022




Now jump into a secure email convo with a stranger

X s Manon X

Get Messages | v #" Write [ Chat @Address Book © Tag v | Y Quick Filter

minarSislam@yahoo.c

* [ Unread ﬁStarred @Contact D Tags @J Attachment

Tk [ o @ Subject
3 Inbox (1) e 3 2
- : # Write: (no subject) - Thunderbird
emplates

vB File Edit View Options Tools Help

B Drafts (1) b . 8 B U

v v

& Sent Mail Spelling Security Save Attach
&= All Mail (2)

From  Minar Islam <minar@aonova.net>
&) Spam

[E Trash To
«

£ Starred Subject
£ Drafts




& Wirite: Hey check this out - Thunderbird

File Edit View Insert Format Options Tools Help

4 A B LB g . I

Send Spelling Security Save Attach Kurer

Compose as normal D e e e B

To | pavan@itspavan.dev

Subject Hey check this out

Paragra.. V | Vari..idth v ‘ T T-T B I Ao

| heard you liked cats &




& Wirite: Hey check this out - Thunderbird

File Edit View |Insert Format Options Tools Help

4 Ao -
Send Spelling @J o

Decide to sign/encrypt peacn ™ [

To

o |kurer Qs

Paragra.. vV || Vari. ‘

SEND ENCRYPTED ‘

& Sign

I heard you liked

| Click to send your email encrypted



I & Write: Hey dude, got something cool - Thunderbird = O <

, File Edit View |Insert Format Options Tools Help

T SIG
! a v J
Security _ Kure

From  MinarIslam <minar@aonova.net>

One click secure send lkurer (g%

| To pavan@itspavan.dev

; Hey dude, got something cool
Subject | ey 9 9 I SEND ENCRYPTEI\ l

. Sign

Paragraph V || Variable Width v By 4T T. T* E

' ». N | Signing and encrypting to send... l

| Click to send your email encrypted

+1
v 1 Attachment 66 KB

ﬁ’ dane-smime.kurer 6.6 KB




Read it on the other end

Outlook

(4 New message T Archive A Junk v < Sweep €8 Moveto v

3
I

= Fi .
©  Inbox % Filter Hey check this out
O] O Minar Islam 2
Hey check this out 9:50 PM @ Minar Islam <minar@aonova.net>
This message has beenf xvpted usin... To: Pavan Kumar

N

D dane-smime.ku...

v J’\/ 0 dane-smime.kurer o

21KB

This message has been encrypted using Kurer

N Reply > Forward
46




Quick security details

This message has been encrypted using Kurer

S/MIME message detected



Easily start reply

This message has been encrypted using Kurer

S/MIME message detected



Reply as normal

;

-Minar

REPLY

B Send

) Attach ~ i Discard

| heard you liked cats &2

-Minar
Compose your reply below this line—everything above it will be automatically remove

Much Appreciated, Thank you! &

From: Minar Islam <minar@aonova.ni
Sent: Thursday, July 21, 2022 9:50 P!
To: Pavan Kumar <pavan@itspavan.dev> "
Subject: Hey check this out

This message has been encrypted using Kurer

[]
il
i
l'lt'l
(]
]

vz v B I U ¢2v Av®

< [catibri

ot~ Y

49



Secure send reply

Editor
Save draft

Insert signature

-Minar
Compose your reply below this line—ever

Al R itomatically removed when

Much Appreciated, Thank you! & Set importance ’

Switch to plain text
From: Minar Islam <minar@aonova.net>
Sent: Thursday, July 21, 2022 9:50 PM Check for accessibility issues
To: Pavan Kumar <pavan@itspavan.dev>
Subject: Hey check this out

Set Permissions )

Show message options...

. . m Kurer > Kurer
This message has been encrypted using Kurer
olo Polls [ Open Settings
< [caiibri vz B I U &
[3 My Templates [R Toggle encryption

1 me s mnisis



Read the reply

@ Inbox - minar@aonova.net

LI_! Get Messages | vV # Wiite CJChat @Address Book © Tag v Y Quick Filter

2 S e * R Unread ﬁ Starred @ Contact © Tags @J Attachment
v minar@aonova.net
= Ttk @ e @ Subject Correspondents Date
nbox
l U Pavan Kumar 10:42 PM
Templates

=
ey check this out - Mozilla Thunderbird

File Edit View Go Message Tools Help

g—'Get Messages | v 4 Write [ Chat @Address Book © Tag Vv -

Rez Hey check this out

Pavan Kumar <pavan@itspavan.dev> 9 - V) @ v
Re: Hey check this out 10:42 PM

Me <minar@aonova.net>

This message has been encrypted using Kurer

> @J 1 attachment: dane-smime.kurer

(=)




Tk @ e 9 Subject Correspondents
0] Re: H Pavan Ku

Pavan Kumar <pav

Seamless secure convo

Much appreciated, Thank you!

From: Minar Islam <minar@aonova.net>
Sent: Thursday, July 21, 2022 9:50 PM
To: Pavan Kumar <pavan@itspavan.dev>
Subject: Hey check this out

| heard you liked cats

> E|J 1 attachment: dane-smime.kurer



Kurer: details

e Secure messages sent as attachments (standard PKCS7 S/MIME)

Content-Type: application/pkcs7-mime; name=smime.p7m;
smime-type=enveloped-data; charset=binary

Content-Description: Enveloped Data

Content-Disposition: attachment; filename=smime.p7m

Content-Transfer-Encoding: base6l

Date: Fri, 15 Jul 2022 15:46:42 +0000

Message-Id: <1657900002932-8ede23ae-29300195-27d3d300@Llocalhost>

MIME-Version: 1.0

> @J 1 attachment: dane-smime.kurer

MIIDsgYJKoZIhvcNAQcDoIIDozCCAS8CAQIxggHiMIIB3gIBADCBL jCBgTELMAKGAIUEBhMCSVQxX
EDAOBgNVBAgMBOJlcmdhbW8xGTAXBgNVBAcMEFBvbnR1LIFNhbiBQawVOcm8xFzAVBgNVBAoMDKF j
dGFsaXMgUy5wLKEuMSwwKgYDVQQDDCNBY3RhbGlzIENsaWVudCBBdXRoZW50aWNhdGLvbiBDQSBH

e DANE cert resolution handled silently and directly
o Does not step on client keystore

o Can honor DANE cert Usage (even without PKIX) -



Kurer: details

Live right now (https./kurer.daneportal.net) and open source

o For Outlook - Exchange synchronized add-on
o And Thunderbird - Standard .xpi package

o Standard installation flows

It's not just a convenient tool:

e Vital part of our research to discover what people need and expect

to make E2E security a default at scale
54
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composing messages

To send encrypted message

What do people need? =

To send signed message

. Must toggle sign for each message

If unable to encrypt for a recipient

We saw how people configure their keys, but what other T
Settings tO people need? When repl th)an enc.rypted message

e We've condensed to a set of usable settings

o  with (what we believe to be) sane defaults

Private key for decrypting and signing

e What should be silent vs explicit? |2 mpon rowiay oo

signing certificate

Certificate to send with signed mail
. Use a local certificate file

Certificate file to use

‘ 1 Import new cert from file



What do people need?

We saw how people configure their keys, but what other
settings to people need?

e We've condensed to a set of usable settings  [grivate keys

o  with (what we believe to be) sane defaults

e We can learn from what they choose



D Send anonymous config preferences
to help us make Internet crypto more usable

Invisible Security: how? Did you know?

Kurerisan and part of a study
looking at cryptography designed for everyday people.

You can help us make it more usable by allowing Kurer

® Kurer |etS users Opt-in to an anonymous user to securely share anonymous configuration (only)
statistics
study
o |IRB approved

If you accept, Kurer will share your preferred
configuration choices anonymously.

This is only sent when clicking “Save”.

This is where you can help us to see
what the shape of needed security is

Would you like to opt-in?

ACCEPT NO THANKS



Invisible Security: nitty gritty

. | Must toggle encrypt for each message

To send signed message

. | Must toggle sign for each message

e When accepted, certain settings toggles will
be securely shared with our telemetry server oo AL

. I Halt and show warning

o Also, DoH resolver configured will be shared
(if it is on the list of known public servers)

When replying to an encrypted message

. I Preserve encryption in reply quote

private keys

. | Single key for sign/encr

DNS recursive resolver to use for DANE

https://cloudflare-dns.com/dns-query




Invisible Security: nitty gritty Did you know?

Kurerisan and part of a study
looking at cryptography designed for everyday people.

You can help us make it more usable by allowing Kurer
to securely share anonymous configuration (only)

e Users can optionally answer basic staisics
demographic queries

‘ OK ’ CANCEL

Can you tell us a bit about
yourself? (optional)

Please select your age bracket

|

Please select your country of residence

| United States bed

Please select the category which best describes
your occupation




Invisible Security: nitty gritty

e Does not invade your privacy:
o Telemetry is only shared when clicking “save” on the
settings page after opting-in the user study

o We never track or care about your emails, : :
only noting the set default configs ‘ SAVE ’

| Accepted user study opt-in




Invisible Security: nitty gritty

(] YO u h ave 'th e rig ht to be fo rg otten Are you sure you would like to stop sharing config

statistics?

o Users can toggle off their participation at any time If you click *Yes", Kurer will stop sharing your

preferred configuration choices.

o Ontop of sent data being anonymous, :
further data will be sent
users can also request all the data ever sent from

their current install to be purged

[:] Remove all collected data

GO BACK




We can't do it alone

We would greatly value your participation!

e Help us produce the results that show what
people need, to automate and enable invisible

security on the Internet

to help us make Internet crypto more usable

I D Send anonymous config preferences

Did you know?

Kurerisan and part of a study
looking at cryptography designed for everyday people.

You can help us make it more usable by allowing Kurer
to securely share anonymous configuration (only)
statistics
If you accept, Kurer will share your preferred
configuration choices anonymously.

This is only sent when clicking “Save”.

Would you like to opt-in?

ACCEPT NO THANKS



Big picture

e DANE as an architecture lets us make E2E security more seamless for the everyday
person on the Internet

e Inthe past the IETF made a push for “HTTPS everywhere” -
and we now live in a world where Internet-scale transport security is the default

o  We believe that sort of ubiquity should be the case for E2E: Internet-scale Object Security

e We start with tools for email security — but this is the proving grounds

o  Try them out, and help us to see what users need

o Further our research on using DANE advance CTI, mHealth, SCC, etc, to be what users actually need
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Thank you



