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hMp://stats.labs.apnic.net/dnssec/XA?c=XA&x=1&g=0&r=0&w=7&r=1	  
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hMp://stats.labs.apnic.net/dnssec	  

4	  



hMp://stats.labs.apnic.net/dnssec/XA?c=XA&x=1&g=1&r=0&w=7&r=1	  
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hMp://stats.labs.apnic.net/dnssec/XT?o=cXAw7x1g1r1	  

Note:	  Minimal	  
use	  of	  Google	  
PDNS	  	  in	  some	  
countries	  	  
(this	  means	  
DNSSEC	  support	  
by	  local	  ISPs)	  
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hMp://stats.labs.apnic.net/dnssec/XS?o=cXAw7x1g1r1	  
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hMps://rick.eng.br/dnssecstat/	  
89%	  of	  TLDs	  signed	  
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TLD	  DNSSEC	  ImplementaIon	  Status	  

Experimental – internal experiments
Announced – Public commitment to deploy
Partial – Zone is signed but not in operation
DS in Root
Operational – Accepting signed delegations
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Senegal	  -‐	  .SN	  
September	  2016	  
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Singapore	  -‐	  .SG	  	  
September	  2016	  
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Receiving	  the	  DNSSEC	  Deployment	  Maps	  

The DNSSEC Deployment Maps are published via 
email every Monday morning through the Internet 
Society Deploy360 Programme.  

To subscribe, visit:

www.internetsociety.org/deploy360/dnssec/maps/

Please send update requests to york@isoc.org
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hMps://rick.eng.br/dnssecstat/	  
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hMps://fedv6-‐deployment.antd.nist.gov/snap-‐all.html	  

hMp://registro.br/estaIsIcas.html	  
24%	  signed	  

20	  



hMps://ntldstats.com/dnssec	  
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hMp://wwwhome.ewi.utwente.nl/~rijswijkrm/pub/cnsm2016-‐poster.pdf	  

ECDSA	  AdopIon	  
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DANE	  

23	  



DANE	  for	  SMTP	  StaIsIcs	  

Viktor Dukhovni reported on 11 Oct 2016:

•  Over 102,000 domains with TLSA records for SMTP
•  Served by ~2,200 MX hosts

•  81 DANE-validated domains have sufficient volume to 
appear in Google’s email transparency report (up 
from 24 one year previously)

Source: message to IETF DANE Working Group mailing list – 11 Oct 2016
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NIST published Special  
Publication 1800-6,  
“DNS-Based E-Mail Security”

•  DNSSEC, DANE, SMIMEA

•  Read more:
•  https://nccoe.nist.gov/projects/building_blocks/

secured_email
 

Speaking	  of	  DANE	  for	  SMTP...	  
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Summary	  

•  DNSSEC	  ValidaIon	  –	  14%	  global,	  but	  flat	  
•  DNSSEC	  Signing	  
– 89%	  of	  all	  TLDs	  signed	  
– Second-‐level	  domains	  range	  from	  2.5	  million	  .NL	  
(45%)	  and	  ~1	  million	  .BR	  (24%)	  and	  89%	  .GOV	  
down	  to	  0.5%	  .COM	  

•  DANE	  –	  seeing	  success	  with	  email	  encrypIon	  
•  More	  work	  to	  be	  done!	  
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Thank	  you!	  

Dan	  York,	  Internet	  Society	  
york@isoc.org	  

	  
hMp://www.internetsociety.org/deploy360/dnssec/	  
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