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Some	
  facts	
  about	
  me	
  

•  I	
  prac:ce	
  kung	
  fu	
  

•  I	
  went	
  to	
  a	
  military	
  
high-­‐school	
  -­‐>	
  I	
  know	
  
how	
  to	
  shoot	
  a	
  gun	
  



Mo:va:on	
  

• 	
  Chicken	
  and	
  Egg	
  Situa:on	
  
• 	
  I	
  have	
  no	
  experiencie	
  working	
  with	
  these	
  technologies,	
  so	
  I	
  
don’	
  deploy	
  them.	
  
• 	
  I	
  don’t	
  deploy	
  these	
  technologies,	
  so	
  I	
  don’t	
  gain	
  
experience.	
  

• 	
  Crea:on	
  of	
  “islands	
  of	
  trust”	
  where	
  these	
  
technologies	
  are	
  fully	
  deployed	
  
• 	
  Iden:fy	
  gaps.	
  What	
  is	
  stopping	
  the	
  
deployment?	
  



A	
  Success	
  Story	
  

• 	
  To	
  overcome	
  the	
  chicken	
  and	
  egg	
  problem	
  
percep:on,	
  we	
  decided	
  to	
  create	
  a	
  success	
  
story.	
  
• 	
  We	
  expect	
  that	
  everyone	
  can	
  learn	
  from	
  it.	
  
	
  



Where	
  and	
  When?	
  

• 	
  Ecuador’s	
  IXP	
  (NAP.EC)	
  
- Managed	
  by	
  AEPROVI	
  
since	
  2001	
  

	
  

• 	
  4th	
  and	
  5th	
  September	
  
(being	
  planned	
  since	
  IETF	
  81	
  (Quebec))	
  



2	
  Points	
  of	
  Presence	
  



NAP.EC	
  Community	
  

• 	
  Operators	
  connected	
  directly	
  to	
  NAP.EC:	
  ~97%	
  
of	
  the	
  total	
  Internet	
  users	
  in	
  Ecuador.	
  
	
  
•  	
   NAP . EC	
   a l s o	
   a l l ows	
   t he	
   i nd i r e c t	
  
interconnec:on	
   of	
   smaller	
   providers:	
   almost	
  
100%	
   of	
   the	
   total	
   number	
   of	
   users	
   and	
   local	
  
traffic.	
  
	
  
• 	
  RESULT:	
   the	
  adop:on	
  of	
  new	
  technologies	
  by	
  
NAP.EC	
  and	
  it’s	
  community,	
  in	
  prac:ce	
  means	
  a	
  
full	
  adop:on	
  of	
  the	
  whole	
  country.	
  



NAP.EC	
  Community	
  (2)	
  
•  	
   NAP.EC	
   is	
   an	
   IXP	
   with	
   mandatory	
   mul:lateral	
  
peering	
   and	
   route	
   servers	
   in	
   each	
   POP,	
   which	
  
makes	
  it	
  easier	
  to	
  ac:vate	
  origina	
  valida:on	
  and	
  to	
  
become	
  an	
  island	
  of	
  trust.	
  
•  	
   AEPROVI	
   manages	
   NAP.EC	
   in	
   an	
   impar:al	
   and	
  	
  
not-­‐for-­‐profit	
   fashion.	
   It	
   represents	
   it ’s	
  
partners’	
   (ISPs)	
   interests	
   and	
   is	
   in	
   constant	
  
colabora:on	
   with	
   other	
   organiza:ons	
   from	
   the	
  
Internet	
  ecosystem.	
  
•  	
   RESULT:	
   	
   These	
   characteris:cs	
   of	
   the	
   NAP.EC	
  
community	
  give	
  sustainability	
  to	
  the	
  project.	
  



Par:cipants	
  

• 	
  Large	
  network	
  operators	
  
• 	
  Small	
  bussiness	
  networks	
  
• 	
  Public	
  and	
  private	
  organiza:ons	
  
	
  

• 	
  All	
  of	
  them	
  interested	
  in	
  addressing	
  rou:ng	
  
problems	
  within	
  the	
  country.	
  



Ac:on	
  Plan	
  

• 	
  Iden:fy	
  gaps	
  
• 	
  Equipment	
  renewal	
  
• 	
  Community	
  outreach	
  

• 	
  Event	
  planning	
  
-­‐	
  Training	
  materials	
  
-­‐	
  Ac:vity	
  planning	
  



Iden:fied	
  Gaps	
  

•  Human	
  Capacity	
  (RPKI	
  and	
  BGP)	
  
•  Equipment	
  (Routers	
  and	
  Servers)	
  
•  Tools	
  
– Automa:za:on	
  scripts	
  
– Validators	
  instrumenta:on	
  
– Monitoring	
  tools	
  
– ROAs	
  crea:on	
  



Human	
  Capacity	
  

•  July	
  2013	
  
–  Informa:ve	
  mee:ng	
  with	
  technical	
  staff	
  from	
  the	
  
operators	
  connected	
  to	
  the	
  NAP	
  

– What	
  about	
  the	
  IXP	
  member's	
  customers?	
  It	
  was	
  
decided	
  to	
  invite	
  all	
  network	
  operators	
  members	
  
and	
  not	
  members	
  

– Topics	
  
•  Impact	
  of	
  the	
  project	
  
•  Quick	
  intro	
  to	
  RPKI,	
  origin	
  valida:on	
  and	
  ROA	
  crea:on	
  

– Some	
  people	
  started	
  crea:ng	
  their	
  ROAs	
  



Equipment	
  

•  August	
  2013	
  
– Two	
  Cisco	
  ASR-­‐1001	
  routers	
  were	
  installed	
  as	
  
route	
  servers	
  (one	
  in	
  Quito	
  and	
  one	
  in	
  Guayaquil)	
  

– For	
  RPKI,	
  redundant	
  validators	
  were	
  
implemented:	
  2	
  VMs,	
  each	
  one	
  with	
  2	
  different	
  
processes	
  (RIPE’s	
  sopware	
  and	
  rpki.net	
  sopware)	
  

– Origin	
  valida:on	
  was	
  implemented	
  in	
  the	
  route	
  
servers	
  (no	
  ac:on	
  regarding	
  RPKI	
  validity	
  status)	
  



Monitoring	
  Tools	
  

hqp://www.labs.lacnic.net/rpkitools/looking_glass/	
  



Monitoring	
  Tools	
  (2)	
  

hqp://tools.labs.lacnic.net/rpki-­‐chart/all?1	
  



Monitoring	
  Tools	
  (3)	
  

hqp://tools.labs.lacnic.net/announcement/result/UY-­‐LACN-­‐LACNIC?0	
  



ROAs	
  Crea:on	
  

hqp://tools.labs.lacnic.net/roa-­‐wizard	
  



ROAs	
  Crea:on	
  (2)	
  

hqp://tools.labs.lacnic.net/roa-­‐wizard/result/UY-­‐LACN-­‐LACNIC?4	
  



Measuring	
  Success	
  

• 	
  Goals:	
  
• 	
  Achieve	
  a	
  coverage	
  of	
  70-­‐80	
  %	
  of	
  the	
  
country’s	
  networks	
  in	
  the	
  RPKI	
  system.	
  
• 	
  Create	
  a	
  success	
  story	
  
• 	
  Technology	
  working	
  at	
  a	
  produc:on	
  
environment	
  
• 	
  Local	
  capacity	
  crea:on	
  
• 	
  Dissemina:on	
  of	
  results	
  and	
  acquired	
  
experience	
  	
  



Main	
  Event	
  

•  4th	
  and	
  5th	
  Sep	
  2013	
  
•  Resource	
  holders	
  from	
  Ecuador	
  (not	
  only	
  
those	
  connected	
  to	
  the	
  NAP)	
  

•  ROA	
  crea:on	
  was	
  performed	
  at	
  the	
  end	
  of	
  the	
  
first	
  day	
  and	
  was	
  complemented	
  during	
  the	
  
second	
  day	
  



Results	
  

• 	
  More	
  than	
  90	
  %	
  of	
  coverage	
  in	
  IPv4	
  and	
  IPv6	
  

• 	
  Operators	
  enthusias:c	
  about	
  using	
  the	
  
technologies	
  to	
  manage	
  their	
  customer’s	
  
connec:ons.	
  



Ecuador’s	
  IPv4	
  space	
  covered	
  by	
  ROAs	
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Ecuador’s	
  IPv6	
  space	
  covered	
  by	
  ROAs	
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Impact	
  



RIR	
  Stats	
  –	
  July	
  2013	
  

Source:	
  hqp://www.iex.org/proceedings/87/slides/slides-­‐87-­‐sidr-­‐14.pdf	
  



RIR	
  Stats	
  –	
  October	
  2013	
  

Source:	
  hqp://rpki.surfnet.nl/perrir.html	
  



LACNIC	
  Stats	
  -­‐	
  July	
  vs	
  Oct	
  
July	
  

October	
  



Comparison	
  

• Announcements	
  covered	
  by	
  ROAs	
  
- From	
  56,294	
  to	
  60,853	
  (4,500+	
  increment)	
  

• Valid	
  announcemets	
  
- From	
  5,561	
  to	
  10,612	
  (5,000+	
  increment)	
  

• Invalid	
  announcements	
  
- From	
  1,184	
  to	
  1,096	
  (almost	
  100	
  decrement)	
  

• Unknown	
  announcements	
  
- From	
  49,549	
  to	
  48,943	
  (600+	
  decrement)	
  

• RPKI	
  adop:on	
  rate	
  

- From	
  11.98	
  %	
  to	
  19.57	
  %	
  



Organiza:ons	
  and	
  Cer:ficates	
  
LAC	
  region	
  

Source:	
  hqp://tools.labs.lacnic.net/rpki-­‐chart/all?0	
  



Organiza:ons	
  and	
  Cer:ficates	
  -­‐	
  EC	
  

Source:	
  hqp://tools.labs.lacnic.net/rpki-­‐chart/all/EC?3	
  



Alloca:ons	
  and	
  ROAs	
  
LAC	
  region	
  

Source:	
  hqp://tools.labs.lacnic.net/rpki-­‐chart/all?0	
  



Alloca:ons	
  and	
  ROAs	
  -­‐	
  EC	
  

Source:	
  hqp://tools.labs.lacnic.net/rpki-­‐chart/all/EC?3	
  



RPKI	
  Stats	
  –	
  Quito	
  
IPv4	
  valid	
  prefixes	
  (green)	
  vs	
  IPv4	
  invalid	
  prefixes	
  (blue)	
  

IPv4	
  valid	
  prefixes	
  (green)	
  vs	
  IPv4	
  unknown	
  prefixes	
  (blue)	
  

Source:	
  hqp://mon4.nap.ec/monitoreo/resumen-­‐rpki-­‐prefijos.html	
  



RPKI	
  Stats	
  –	
  Quito	
  (2)	
  
IPv6	
  valid	
  prefixes	
  (green)	
  vs	
  IPv6	
  invalid	
  prefixes	
  (blue)	
  

IPv6	
  valid	
  prefixes	
  (green)	
  vs	
  IPv6	
  unknown	
  prefixes	
  (blue)	
  

Source:	
  hqp://mon4.nap.ec/monitoreo/resumen-­‐rpki-­‐prefijos.html	
  



RPKI	
  Stats	
  –	
  Guayaquil	
  
IPv4	
  valid	
  prefixes	
  (green)	
  vs	
  IPv4	
  invalid	
  prefixes	
  (blue)	
  

IPv4	
  valid	
  prefixes	
  (green)	
  vs	
  IPv4	
  unknown	
  prefixes	
  (blue)	
  

Source:	
  hqp://mon4.nap.ec/monitoreo/resumen-­‐rpki-­‐prefijos.html	
  



RPKI	
  Stats	
  –	
  Guayaquil	
  (2)	
  
IPv6	
  valid	
  prefixes	
  (green)	
  vs	
  IPv6	
  invalid	
  prefixes	
  (blue)	
  

IPv6	
  valid	
  prefixes	
  (green)	
  vs	
  IPv6	
  unknown	
  prefixes	
  (blue)	
  

Source:	
  hqp://mon4.nap.ec/monitoreo/resumen-­‐rpki-­‐prefijos.html	
  



What	
  are	
  we	
  working	
  on?	
  

• 	
  We	
  are	
  working	
  with	
  the	
  operators	
  to	
  help	
  
them	
  fix	
  their	
  announcements	
  or	
  their	
  ROAs	
  
when	
  needed.	
  
• 	
  We	
  are	
  working	
  on	
  documen:ng	
  the	
  lessons	
  
learned	
  so	
  the	
  process	
  can	
  be	
  replicated	
  by	
  
other	
  communi:es	
  
• 	
  A	
  technical	
  comitee	
  will	
  evaluate	
  what	
  to	
  do	
  
with	
  invalid	
  routes	
  
• 	
  We	
  will	
  replicate	
  the	
  experience	
  in	
  other	
  
countries.	
  
	
  



Results’	
  Dissemina:on	
  

•  Roque	
  Gagliano	
  wrote	
  a	
  post	
  for	
  a	
  Cisco	
  blog	
  
– hqp://cisco-­‐la:noamerica.com/2013/10/10/
pioneros-­‐operadores-­‐de-­‐ecuador-­‐cubren-­‐todos-­‐
sus-­‐recursos-­‐dentro-­‐del-­‐sistema-­‐rpki/	
  

•  A	
  document	
  for	
  CITEL	
  was	
  wriqen	
  
•  The	
  document	
  was	
  also	
  sent	
  to	
  be	
  published	
  
in	
  SUPERTEL’s	
  magazine	
  	
  



Lessons	
  Learned	
  

•  Gaps	
  (human	
  capacity,	
  equipment	
  and	
  tools)	
  
•  Fears	
  (fear	
  to	
  break	
  something)	
  
•  But,	
  operators	
  are	
  not	
  as	
  conserva:ve	
  as	
  we	
  
thought.	
  

•  Tools	
  we	
  need	
  to	
  work	
  on	
  



Credits	
  
•  AEPROVI	
  (Fabián	
  Mejía)	
  
•  NAP.EC,	
  operators	
  and	
  resource	
  holders	
  
•  Cisco	
  (Roque	
  Gagliano,	
  Álvaro	
  Retana)	
  
•  LACNIC	
  (Arturo	
  Servín,	
  Carlos	
  Mar}nez,	
  
Gerardo	
  Rada)	
  

•  Food	
  sponsorship:	
  ISOC	
  



Thanks!	
  

sofia@lacnic.net	
  


