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What happens when all you have is IPv6? 
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Test Environment/OS Notes 

ÅCable Modem filtering IPv4, first directly connected to the host 
under test, then with host behind a D-Link DIR-655 via WiFi 

ÅHost receives IPv6 prefix and IPv6 DNS via DHCPv6 

ÅWindows (7/8) ς Works 

ÅMac OS (10.7+) ς Works, but disabling IPv4 makes things quicker 

ÅUbuntu (13.04) ς Works 

ÅAndroid ς no DHCPv6/RDNSS support = no DNS servers 

ïhttps:// code.google.com/p/android/issues/detail?id=32621  

Åfiled in 2012, Medium priority enhancement, no owner 

ïNo IPv6 UI https://code.google.com/p/android/issues/detail?id=57231 

ÅiOS ς sorta works 

ïSome testing details available from Andrew ¸ƻǳǊǘŎƘŜƴƪƻΩǎ Ripe 66 talk 

here: https://ripe66.ripe.net/archives/video/1196/  

ïNo IPv6 UI ς need to open an enhancement req w/ Apple 
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Major Security Issue! 

ÅOS supports IPv6-ƻƴƭȅ ōȅ ŘŜŦŀǳƭǘΣ ōǳǘ ŎŀƴΩǘ ƎŜǘ 
software updates over IPv6 

ïApple: MacOS, Apple Software Update (PC), iTunes app store 

ï²ƛƴŘƻǿǎ т όǘƘŜȅ ǘŜƭƭ ƳŜ у ǎƘƻǳƭŘ ǿƻǊƪΣ ƘŀǾŜƴΩǘ ǘŜǎǘŜŘύ 

ïJava 

ïAdobe (Flash, Reader, Air, etc) 

ïFirefox 

ïAntivirus/Anti Malware, Firewall/IDS signature updates 

ïwŜǇƻǊǘŜŘ ǘƻ ŜŀŎƘ ŎƻƳǇŀƴȅΩǎ ǎŜŎǳǊƛǘȅ ǘŜŀƳΣ ŦŜƭǘ ƻƪ ǘƻ ŘƛǎŎƭƻǎŜ 
ōŜŎŀǳǎŜ ƛǘΩǎ ƴƻǘ ŀ ȊŜǊƻ Řŀȅ ōȅ ƛǘǎŜƭŦ 

ïProbably hundreds of others, these are just the most 
exploited 
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It just works! 
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Χ ŦƻǊ ǎƻƳŜ ǾŀƭǳŜǎ ƻŦ άǿƻǊƪέ 
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